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This book is about two things; DARKNETS, the digital culture generation interacting with digital technologies.  DARKNETS are the lawless underground (global) economy where people share and trade music, movies, television shows, games, software and porn.  DARKNETS serve as virtually clandestine locations where people come to share and trade ways to detour, bypass, and circumvent restrictions and controls’. DARKNETS have grown to be a ‘one-touch jukebox that would rival the products and services of the entertainment companies’.

The digital culture generation and digital technologies have redefined how media is (can be) used and have changed many of the traditional expectations of how society interprets, interacts with, and gives back to the world at large.

If I come to understand the opposition – adversaries within the ‘darknets’ and their ethics and social mores’ I may improve my position insofar as designing the most business relevant-appropriate strategy to deal with it…

This book is, perhaps, in the category of a must read for any security practitioner who wants and needs a ‘seat at the table’ insofar articulating, framing and influencing security’s (future) role in a company or institution insofar as the ‘digital community’ is concerned.

This book is not only beneficial to security practitioners associated with the entertainment, movie or recording industries, but, to any practitioner with over-the-horizon responsibilities to bring expertise and viable business oriented solutions to the discussion table. 

And that’s what this book is largely about, i.e., recognizing what the digital future has in store (the near term realities) for companies, organizations and institutions.

The issues in this book are not far removed from security director’s role and function, especially as it becomes imperative that owners and originators of innovation (of IP) intangible assets) look for other weapons besides lawsuits and legislation to properly safeguard  intangible (information-based) assets.

The book is not written strictly from an IP law or IT security perspective, nor does it merely represent a compilation of opinions and viewpoints of the author.  The author draws upon most of the key players in the digital technology and digital generation arenas and offer the reader valuable investigative insight into the digital community from various viewpoints and angles.

The author quotes a persons tasked with conducting research in the digital culture – technologies arena as stating, ‘I do know that we have to figure out a way for consumers to do something creative without breaking the law’.  

Our job is to understand the scope of piracy, the laws, the Fair Use concept, and strike a middle ground with sanity in the mix.

